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Currently, if a wireless device transmits a message but 1t 1s
not received properly, the device 1s required to wait a
variable time before retransmitting the message, and that
waiting time 1s increased aiter each unsuccessful attempt.
This 1s to reduce network congestion at high traflic rates, but
it also puts certain users at an unfair disadvantage. For
example, a user that has tried repeatedly to communicate 1s
forced to wait longer and longer intervals, while another user
1s permitted to communicate without delay on the same
channel. Clearly, this 1s an unfair situation. Therefore, dis-
closed herein 1s an alternate protocol 1n which users are
given increasing priority after each failed attempt, specifi-
cally by reducing the fixed waiting time and/or a random
backoll delay, before the next attempt. Simulations show
that this change substantially eliminates the unfairness.
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FIG. 17
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FIG. 23
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FIG. 24 PRIOR ART
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WIRELESS MESSAGE SCHEDULING FOR
IMPROVED FAIRNESS

PRIORITY CLAIMS AND RELATED
APPLICATIONS

[0001] This application 1s a continuation of U.S. Ser. No.
17/531,905, filed Nov. 27, 2021, entitled “Wireless Message
Collision Avoidance with High Throughput”, which 1s a
continuation of U.S. Ser. No. 17/175,430, filed Feb. 12,
2021, entitled “Wireless Message Collision Avoidance with
High Throughput”, which 1s a continuation of U.S. Ser. No.
16/943,214, filed Jul. 30, 2020, entitled “Wireless Message
Collision Avoidance with High Throughput”, which 1s a
continuation of U.S. Ser. No. 16/698,011, filed Nov. 29,
2020, entitled “Wireless Message Collision Avoidance with
High Throughput™, which claims the benefit of U.S. Provi-
sional Patent Application No. 62/782,672, entitled “Infrared
Pulse for Autonomous Vehicle Identification™, filed Dec. 20,
2018, and U.S. Provisional Patent Application No. 62/832,
499, entitled “Autonomous Vehicle Localization System”,
filed Apr. 11, 2019, and U.S. Provisional Patent Application
Ser. No. 62/843,867, entitled “Identification and Localiza-
tion of Mobile Robots”, filed May 6, 2019, and U.S.
Provisional Patent Application No. 62/861,055, entitled
“Rapid Wireless Communication for Vehicle Collision Miti-
gation”, filed Jun. 13, 2019, and U.S. Provisional Patent
Application No. 62/924,914, entitled “Wireless Protocol for
Improved Throughput and Fairness™, filed Oct. 23, 2019, all
of which are hereby incorporated by reference in their
entireties. This application 1s also related to U.S. Pat. No.
9,896,096, 1ssued Feb. 20, 2018, enftitled “Systems and
Methods for Hazard Mitigation™ and U.S. patent application
Ser. No. 16/148,390, filed Oct. 1, 2018, entitled “Blind Spot
Potential-Hazard Avoidance System”, and U.S. patent appli-
cation Ser. No. 16/503,020, filed Jul. 3, 2019, entitled
“Rapid Wireless Communication for Vehicle Collision Miti-
gation”, and U.S. patent application Ser. No. 16/422,498,
filed Oct. 17, 2019, entitled “Identification and Localization
of Mobile Robots™, the contents of which are incorporated
herein by reference in their entireties.

FIELD OF THE INVENTION

[0002] The mvention relates to systems and methods for
scheduling wireless messages, and more particularly for
managing wireless communication to obtain higher through-
put, faster access, improved fairness, fewer message colli-
sions, and reduced congestion.

BACKGROUND OF THE INVENTION

[0003] Many devices can communicate wirelessly. In the
coming years, the number of wireless communication
devices 1s expected to increase substantially. For example,
sensors and actuators and other devices 1n the IoT (internet
of things), vehicles including autonomous vehicles, cellular
phones, wireless-enabled computers, and many other
devices currently compete, and will continue to compete, for
a limited number of communication channels. Emergent
technologies such as 5G (fifth generation) wireless network-
ing technology and subsequent generations (such as 6G and
following technologies) are expected to enable many more
applications, further driving congestion 1n the limited band-
width available.
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[0004] Message collisions and throughput delays become
increasingly problematic as the wireless traflic density
increases. When two wireless messages transmit on the same
frequency channel at the same time, they interfere or “col-
lide” with each other, rendering both messages unintelli-
gible. Both of the colliding messages are usually re-trans-
mitted after a variable delay time, which 1s intended to
reduce the probability that the re-transmitted messages
would again collide. To avoid congestion at high message
rates, current practice calls for each transmitting node to
wait for a waiting time plus a random interval after each
failed transmission attempt, and that the waiting time 1s then
increased (typically doubling) after each collision. Due to
the increased delays required of nodes that have already
been delayed, individual nodes can be entirely blocked, or
prevented from transmitting at all for extended periods,
while adjacent nodes are allowed to transmit multiple mes-
sages at will. Such delays and unequal access become
exponentially worse at heavy wireless traflic densities, lead-
ing to customer frustration and anger, and most seriously of
all, to life-threatening failure of wvital services such as
emergency 911 calls that are unable to access the commu-
nication channel when blocked by congestion. In vehicle
applications, blocked access can lead to a life-threatening
accident or delayed emergency response. Hence the demand
for a vastly improved protocol that allocates access uni-
formly while handling high loads efliciently.

[0005] What 1s needed 1s means for improving access,
reducing congestion, reducing the number of redundant
transmission attempts, and improving the fairness and equal-
ity 1 wireless message scheduling, and eliminating the
blocked-node problem so that all nodes may transmit 1n turn.

[0006] This Background is provided to introduce a brief
context for the Summary and Detailed Description that
follow. This Background 1s not intended to be an aid 1n
determining the scope of the claimed subject matter nor be
viewed as limiting the claimed subject matter to implemen-
tations that solve any or all of the disadvantages or problems
presented above.

SUMMARY OF THE INVENTION

[0007] In a first aspect, there 1s a method for a wireless
transmitter to transmit a message, the method comprising;:
transmitting the message; then determining that the trans-
mitted message was not received; then waiting a first delay;
then re-transmitting the message; then determining that the
re-transmitted message was not received; then waiting a
second delay; then re-transmitting the message; wherein the
second delay 1s shorter than the first delay.

[0008] In a second aspect, there 1s a method for a user
device of a wireless network comprising a base station, the
method comprising: transmitting a first message to the base
station during a first contention-based interval; then deter-
mining that the base station failed to receive the first
message; then waiting a first delay time selected from a first
range ol delay times; then transmitting a second message to
the base station during a second contention-based interval;
then determining that the base station failed to receive the
second message; then waiting a second delay time selected
from a second range of delay times; then transmitting a third
message to the base station during a third contention-based
interval; wherein the second range of delay times 1s shorter
than the first range of delay times.
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[0009] Ina third aspect, there 1s a base station of a wireless
network, configured to: calculate, according to a message
throughput and a message failure rate, a network perfor-
mance metric; using an algorithm based at least 1n part on
the network performance metric, determine a backodl inter-
val; and broadcast a broadcast message 1indicating that each
user device of the network 1s to delay the backofl interval
alter attempting to transmit an uplink message and failing to
receive an acknowledgement.

[0010] This Summary 1s provided to introduce a selection
ol concepts 1n a simplified form. The concepts are further
described 1n the Detailed Description section. Elements or
steps other than those described 1n this Summary are pos-
sible, and no element or step 1s necessarily required. This
Summary 1s not intended to 1dentify key features or essential
features of the claimed subject matter, nor 1s i1t intended for
use as an aid 1n determining the scope of the claimed subject
matter. The claimed subject matter 1s not limited to 1mple-
mentations that solve any or all disadvantages noted 1n any
part of this disclosure.

[0011] These and other embodiments are described in
turther detail with reference to the figures and accompany-
ing detailed description as provided below.

BRIEF DESCRIPTION OF THE DRAWINGS

[0012] FIG. 1 1s a sketch showing a variety of devices
communicating wirelessly, according to some embodiments.
[0013] FIG. 2 1s a schematic showing an exemplary LAN
comprising an array of nodes around a base station, accord-
ing to some embodiments.

[0014] FIG. 3 1s a schematic showing parts of an exem-
plary node, according to some embodiments.

[0015] FIG. 4 1s a sequence chart showing an exemplary
sequence of messages 1 wireless communication, according
to some embodiments.

[0016] FIG. 5 1s a flowchart showing an exemplary
method for adjusting the timing of wireless messages,
according to some embodiments.

[0017] FIG. 6 15 another flowchart showing an exemplary
method for adjusting the timing of wireless messages,
according to some embodiments.

[0018] FIG. 7 1s a sequence chart showing intervals of an
exemplary sequence for transmitting a wireless message,
according to some embodiments.

[0019] FIG. 8 1s a sequence chart showing intervals of an
exemplary sequence for transmitting a wireless message

while avoiding interference, according to some embodi-
ments.

[0020] FIG. 9 1s a sequence chart showing intervals of
another exemplary sequence for transmitting a wireless
message while avoiding interference, according to some
embodiments.

[0021] FIG. 10 15 a sequence chart showing intervals of an
exemplary sequence for transmitting a wireless message and
checking for an acknowledgement, according to some
embodiments.

[0022] FIG. 11 1s a sequence chart showing intervals of an
exemplary sequence for transmitting a wireless message
using clock timing pulses, according to some embodiments.

[0023] FIG. 12 1s a sequence chart showing intervals of an
exemplary sequence for transmitting a wireless message
using clock timing pulses while avoiding interference,
according to some embodiments.
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[0024] FIG. 13 1s a sequence chart showing an alternative
exemplary method for avoiding wireless collisions, accord-
ing to some embodiments.

[0025] FIG. 14 1s a sequence chart showing wireless
collision scenarios 1 an exemplary method, according to
some embodiments.

[0026] FIG. 15 1s a sequence chart showing an alternative
wireless collision scenario in an exemplary method, accord-
ing to some embodiments.

[0027] FIG. 16 1s a flowchart showing an exemplary
method for a base station to set mitial waiting interval and
contention window values, according to some embodiments.
[0028] FIG. 17 1s a flowchart showing an exemplary
method for a node to set imitial waiting 1nterval and conten-
tion window values, according to some embodiments.
[0029] FIG. 18 1s a sequence chart showing how exem-
plary waiting interval and contention window values may be
adjusted, according to some embodiments.

[0030] FIG. 19 i1s a sequence chart showing how an
exemplary message may be timed, according to some
embodiments.

[0031] FIG. 20 1s a chart comparing simulated success
rates for a prior-art system versus an exemplary wireless
system, according to some embodiments.

[0032] FIG. 21 1s a chart comparing simulated delays for
a prior-art system versus an exemplary wireless system,
according to some embodiments.

[0033] FIG. 22 15 a chart comparing the simulated colli-
s1on rate for a prior-art system versus an exemplary wireless
system, according to some embodiments.

[0034] FIG. 23 1s a chart showing how the 1nitial waiting
interval may be adjusted, according to some embodiments.

[0035] FIG. 24 1s a chart showing non-uniform success
rates among the nodes of a simulated prior-art system.

[0036] FIG. 25 1s a chart showing improved uniformity of
success rates among the nodes of an exemplary simulated
system, according to some embodiments.

[0037] FIG. 26 1s a chart showing non-uniform delay
distribution among the nodes of a simulated prior-art system.

[0038] FIG. 27 1s a chart showing improved uniformity of
delays among the nodes of an exemplary simulated system,
according to some embodiments.

[0039] Like reference numerals refer to like elements
throughout.

DETAILED DESCRIPTION
[0040] Systems and methods are disclosed herein (the

“systems” and “methods”) that can provide urgently needed
protocols for improved scheduling of wireless messages,
increased throughput, lower delays, fewer wireless colli-
sions, reduced congestion, improved fairness, improved
equality among nodes, and elimination of the blocked-node
problem, according to some embodiments. Embodiments of
the systems and methods may include a “decrementation”™
protocol that provides shorter delay times for nodes that
have already been delayed at least once, thereby providing
a competitive advantage to the delayed nodes relative to
other nodes which have not yet been delayed. In addition,
means are disclosed for managing the delay parameters
according to the average traflic density or the transmission
failure rate, thereby avoiding unnecessary and repetitious
interferences and reducing congestion, according to some
embodiments.
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[0041] Most of the examples below are based on CSMA -
CA (carnier-sense multiple-access with collision avoidance)
protocols which stem from the IEEE 802.11 protocols,
however embodiments of the disclosed systems and methods
may be beneficially applicable to other wireless communi-
cation protocols as well. Enhancements such as QoS (quality
of service) management, multiple-frequency systems, and
other vanations are not specifically discussed, however
these and other enhancements may benefit from the dis-
closed systems and methods as well, as will be recognized
by one of ordinary skill in the art given this disclosure. As
used herein, a “wireless message” 1s information transmitted
by radio-frequency waves. Examples of wireless messages
are RTS (request-to-send), CTS (clear-to-send), DAT (data),
and ACK (acknowledgement) messages. An RTS message 1s
a short message sent by a transmitting node, typically to a
base station, requesting permission to send a data packet. A
C'TS message 1s a short message sent by the base station or
receiving node 1n reply to an RTS. A DAT message 1s a
longer message that a node sends upon recerving a CTS. An
ACK message 1s a short message sent by the base station or
receiving node, indicating that the DAT message was
received 1n good order. A “packet” 1s a message. A “frame”
1s a message. A “node” 1s a communication device that
includes a wireless transmitter, a recerver (or a transceiver),
and a processor configured to analyze signals from the
receiver and to cause the transmitter to transmit messages.
For example, mobile phones, smart sensors, personal com-
puters, and interconnected vehicles are among the many
types of devices configured to communicate wirelessly. A
local area network (LLAN) 1s an array of nodes centered on
a “base station”, also called an “access point”. The base
station may communicate with all of the nodes 1n the LAN.
The base station may include an iterface between wired and
wireless domains using a router or an Fthernet link, for
example. The base station may manage the timing and other
parameters of the LAN, for example by updating the param-
cters and communicating the updates to the nodes using
periodic “beacon” messages. In some LAN configurations,
the nodes communicate only with the base station, while 1n
other configurations the nodes can communicate directly
with each other. Base stations may also manage communi-
cation between adjacent LANs. Communication links from
a base station to the wider network infrastructure are treated
as “wired” herein, although they may include many types of
information transier technologies including conductive
cables, optical fibers, microwave beams between fixed sites,
satellite links, etc. Unless otherwise specified, the examples
provided herein assume an 1solated, managed LAN without
direct node-node communication. “Tratlic” 1s the amount of
wireless communication detected by each of the nodes or by
the base station (not to be confused with vehicle traffic). A
“collision” 1s 1nterference between two simultaneous wire-
less messages on the same channel, which generally results
in both messages being garbled (not to be confused with
physical collisions between vehicles). A “channel” 1s a
frequency band used for wireless communication. “Wireless
traflic density” 1s a measure of the amount of a communi-
cation channel that 1s occupied by wireless messages. In
examples herein, the wireless traflic density may be repre-
sented by a parameter P, which equals 10 million times the
probability that a particular node 1nitiates a new message in
a particular time slot. A message has been “successiully
transmitted” and “successiully received” when the intended
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recipient receives 1t; the two terms are used interchangeably
herein. “Transmission failure rate” 1s the number of RTS,
CTS, and DAT message transmissions or attempted trans-
missions per unit time, that fail to receive a confirmatory
reply. A “confirmatory reply” foran RTS 1s a CTS, fora CTS
1s a DAT, and for a DAT 1s an ACK. There 1s no confirmatory
reply for an ACK. “Congestion” 1s a condition in which the
wireless traflic density 1s so high that most of the nodes 1n
a LAN spend most of their time waiting for a chance to send
theirr messages. “Completion” refers to a complete RTS-
CTS-DAT-ACK sequence successiully received. “Beacons”
are messages broadcast by a base station to the nodes 1n 1ts
LAN, for purposes of management. A “carrier signal” 1s a
wireless signal indicating that a message 1s 1n progress or 1s
imminent. A node 1s “blocked” 1f it 1s forced to delay
indefinitely while other nodes, with the same status or
priority, are permitted to transmit multiple times.

[0042] The nodes and the base station all share a common
medium or channel, such as a specific frequency range, and
only one transmitter can successiully operate on that channel
at a time. Therefore, a protocol 1s needed to sequence the
various messages and avoid wireless collisions. Nodes that
are ready to transmit a message may compete with each
other for access. Typically, each node 1s forced to wait until
another already-transmitting node finishes, plus an addi-
tional predetermined “waiting interval”, and may then com-
pete for access during a contention window. A “‘contention
window” 1s a predetermined interval of time during which a
node may transmit a message, unless the channel 1s already
busy. A “slot” 1s a unit of time, such as 10 microseconds or
20 microseconds typically; delay intervals are commonly
subdivided into slots. “Rand” represents a randomly selected
delay within the contention window. “Random” and *““pseu-
dorandom” are treated as equivalent herein. A node wishing
to send a message may select, at random, a portion of the
contention window, and may transmit after the waiting
interval plus the randomly-selected portion Rand of the
contention window, unless another node 1s already transmiut-
ting at that time. The total delay, termed the “backoil” delay,
1s then the waiting interval plus Rand. Some references call
the waiting interval CWmin, meaning the starting time of the
contention window. Likewise CWmax 1s the time of the end
of the contention window, and CWwid 1s the width of the
contention window. Thus, CWmax=CWmin+CWwid. The
backofl time equals the waiting time plus Rand, whic

equals CWmin plus a random number times CWwid. In
engineering terms, the contention window 1s a delayed gate,
wherein the gate 1s the contention window, and the gate
delay 1s the waiting interval. A node may transmit after the
backofl delay 1f the channel i1s clear. Backofl delays are
intended to spread out the transmissions to prevent multiple
nodes from transmitting at the same time. Backoil delays
also reduce the trathic density to avoid congestion. However,
if the backoll delay 1s too long, throughput may be reduced.
To avoid having multiple transmissions starting at the same
time, each node wishing to transmit may first sense whether
the medium 1s busy by detecting any wireless messages or
carrier signals that may be present. If no carrier signal 1s
present, the node determines that the channel 1s clear, and the
node may transmit. If the node detects the carrier signal of
another message already in progress, the node must wait
until the competing message has ended, then wait for the
waiting interval, and then wait an additional randomly
selected portion of the contention window, and may then
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begin transmission (unless another node has already started
transmitting at that time). On the other hand, 1f the node
wishing to transmit 1s already 1n a backoil delay, then the
node may sumply stop timing 1ts backoil delay while the
other transmission 1s 1n progress, and then resume timing the
backoll delay as soon as the channel 1s clear. In this way, the
nodes compete for an opportunity to transmit while largely
avoiding collisions. “Throughput™ 1s the number of success-
tul completions per unit time 1n the LAN. A *“successiul
completion” or a “completion” 1s a complete RTS-CTS-
DAT-ACK message sequence. In practice, a successiul
completion may be indicated simply by receiving an ACK
message, since this includes all the other messages by
implication. A “transmission failure” or “failed transmission
attempt” 1s a wireless message that was not received by the
intended recipient 1n good order. Such failure may be due to
a wireless collision or other interference or noise {for
example. From the point of view of a node, a failed
transmission attempt 1s an RTS which 1s not followed by a
CTS, or a DAT which 1s not followed by an ACK, or a
commit-to-send while eitther a carrier signal 1s detected, or
a commit-to-send while a Reserved interval 1s 1n effect. In
cach case, a backoil delay 1s “required”. A backoil delay 1s
required whenever a node sends an RTS and fails to receive
a CTS, or when the node sends a DAT and fails to receive
an ACK, or whenever the node commits to transmit a
message while a detectable carrier signal or a Reserve state
1s present. A backofl delay 1s not required when a node
commits to send a message while no carrier signal 1s
detectable and no Reserve state 1s 1n effect. A Reserve state
1s 1mitiated by each node upon recerving a CTS message
from the base station, specilying a duration in which trans-
missions are prohibited. Then, each node (other than the
node to which the CTS 1s addressed) refrains from trans-
mitting for the specified duration, thereby avoiding colli-
sions. In some embodiments, a node that sends a DAT and
fails to recerve an ACK may re-transmit the DAT immedi-
ately 1f the channel 1s not then busy, or may re-transmit the
DAT after a backofl delay if interference 1s detected. In other
embodiments, a node that sends a DAT and fails to get an
ACK must start all over by sending an RTS, recerve a CTS,
and then may re-transmit the DAT.

[0043] In some embodiments, the waiting interval and/or
the contention window may be adjustable. Such adjustments
may be made according to the wireless traflic density or
other conditions, since shorter delays are generally appro-
priate for light traflic densities and longer delays for high
traflic densities. The delay parameters may be arranged for
example to optimize the throughput or the message success
rate or to minimize overall delays or other LAN perfor-
mance metric. A lower limit and an upper limit may be set
for each parameter, such as an upper and lower limit for the
waiting 1interval, the contention window, and the entire
backoll time, among other parameters. The waiting interval
and/or the contention window may be increased or
decreased each time the backofl delay 1s required. For
example, the waiting time may 1nitially be set to a prede-
termined “initial waiting interval”, and then increased or
decreased successively after each successive failed trans-
mission attempt. Likewise, the width of the contention
window may be set at an “initial contention window™ value,
and then may be increased or decreased after each succes-
sive failed transmission attempt. Then, after a successiul

completion (as indicated by the node receiving an ACK
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responsive to the node’s DAT message), the waiting interval
and/or contention window may then be restored to their
initial values. Thus when another backoil delay 1s required
after a successiul completion, the waiting interval and/or the
contention window are restored to their imitial values for that
subsequent backoil delay. In other embodiments, the node
may restore the delay parameters back to their imitial values
more frequently, such as doing so after receiving a C'1S 1n
response to an RTS, as well as an ACK 1n response to a DAT.
Restoring the delay parameters to their mitial values under
both CTS and ACK receptions would thereby separate the
delays associated with sending an RTS from the delays
associated with sending a DAT. Most of the examples herein
assume that the delay parameters are reset to their initial
values only upon completion of the full 4-message
sequence. “Incrementation’ refers to increasing the waiting,
interval and/or the contention window after each {failed
attempt to transmit a message. Thus, with incrementation, on
cach subsequent transmission attempt, the node 1s forced to
wait longer, on average, than that for the mitial attempt.
Prior-art systems typically employ incrementation. For
example, 1 typical prior-art systems, the initial waiting
interval and/or contention window may be made quite short,
such as 1 or 2 slots, and then the waiting interval and/or
contention window are doubled upon each successive failed
transmission attempt. Such protocols are said to employ
“binary exponential” delays. In contrast, some embodiments
of the systems and methods disclosed herein may employ
decrementation. “Decrementation” refers to decreasing the
waiting interval and/or the contention window after each
falled transmission attempt, so that on each subsequent
transmission attempt, the node 1s allowed to transmit sooner,
on average, than for the imitial attempt. Embodiments of
decrementation protocols may provide an initial waiting
interval and an 1nitial contention window duration which are
set according to current wireless tratlic conditions, for
example to optimize throughput or minimize delays. Then,
alter each failed transmission attempt, the waiting interval
and/or the contention window may be decremented, for
example by subtracting a predetermined decrement from
cach delay parameter. Decrementation may provide a com-
petitive advantage to the delayed node relative to other
nodes which have not yet been delayed. Improved fairness
and equality follow, according to some embodiments. As
used herein, “fairness” means providing a competitive
advantage to nodes that have waited longest, relative to other
nodes that have not waited so long. “Equality” means
providing equal transmission opportunities to all the nodes
in a LAN. The “blocked-node problem” 1s a form of
congestion at high traflic density in which one or more nodes
in a LAN 1s forced to remain in a backofl state indefinitely
while other nodes are permitted to transmit repeatedly.

[0044] The decrementation of the waiting interval and/or
contention window, upon each failed transmission attempt,
may be performed by the processor of the transmitting node
in various ways. For example, the processor can subtract a
predetermined decrementation value from the current wait-
ing 1nterval and/or contention window. Separate decremen-
tation values may be applied to the waiting interval and the
contention window individually, for further optimization of
performance. As an alternative, the waiting interval and/or
the contention window parameters may be decremented by
multiplying the values by a factor less than 1 upon each
falled transmission attempt, thereby providing a shiding
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scale of decrementation values with the largest decremen-
tations being provided to nodes with the longest current
delay parameters. The decrementation may be applied dii-
ferently to the waiting interval and contention window
values, for example by decrementing the waiting interval
upon one failed attempt and then decrementing the conten-
tion window on the next failed attempt, and continuing in
alternation for example. The decrementation value(s) may
be set according to a timing parameter of the wireless
protocol, such as a slot width or a round-trip communication
time or a full RTS-CTS cycle time for example. The dec-
rementation value(s) may be varied according to the mag-
nitude of the interval being decremented, such as making the
decrementation value larger when the waiting interval and/
or contention window 1s close to 1ts maximum limit, and
smaller when the interval 1s close to 1ts mimimum limit. As
a further alternative, the node may calculate each decre-
mented waiting interval and/or each decremented contention
window using the number of backofl delays performed by
that node, which may be stored in memory for example. The
number of backoll delays may be incremented before or
alter each backofl delay comprising a waiting interval plus
a randomly selected portion of a contention window, and
may be set to zero after each successiul completion or each
ACK message reception by the node. Then, whenever a
backofl delay 1s required, the node may calculate a fully
decremented waiting interval by multiplying the number of
backofl delays by a predetermined waiting interval decre-
mentation value, and subtract that product from the initial
waiting interval. Likewise, the node may calculate a fully
decremented contention window by multiplying the number
of backoll delays by a predetermined contention window
decrementation value, and subtract that product from the
initial contention window. It 1s immaterial whether the delay
parameters are decremented incrementally upon each back-
ofl delay, or are calculated anew using the current number of
backoll delays, since the resulting effect 1s the same for both
methods.

[0045] To adjust the initial waiting interval and/or the
contention window, a node may sense the state of the
channel at various times and determine how often a carrier
signal 1s present. The node’s processor can then adjust the
initial waiting interval value and/or the i1mitial contention
window value, for example 1n order to optimize a perfor-
mance metric, such as throughput. In an embodiment, the
processor may adjust the 1mitial waiting interval longer in
high-density traflic to prevent congestion, and lower in
low-density traflic for faster access, and likewise for the
initial contention window. Alternatively, the initial values
may be set by the base station, wherein the base station may
monitor the wireless traflic density and may broadcast
beacon messages to the nodes dictating the initial waiting
interval and/or the initial contention window and/or other
delay parameter values. The 1nitial waiting interval and/or
the 1mitial contention window may be adjusted together or
separately, for example using different decrementation val-
ues. The parameters may be further adjusted depending, for
example, on whether the interfering messages are long or
short in duration, whether the competing messages come
from a few highly active nodes or from a large number of
nodes acting separately, and other things that affect media
access.

[0046] Turning now to the figures, FIG. 1 1s a schematic
showing a base station 101 and numerous wireless nodes
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102-107 including a cellular phone 102, a vehicle 103, a
computer 104, a smart refrigerator 1035, an autonomous
sensor such as a thermostat 106, and a tablet computer 107.
Embodiments of the systems and methods disclosed herein
may be designed to manage the wireless messages 108, for
example to reduce congestion and improve fairness regard-
ing transmission opportunities and delay times.

[0047] FIG. 2 15 a schematic showing an exemplary LAN
comprising a base station 201 and a number (1n this case 40)
of nodes 202 arrayed around the base station 201. The nodes
202 communicate only with the base station 201, not with
cach other i this example. Due to the various inter-node
distances, each node can detect signals from only some of
the other nodes, and the remaining nodes are “hidden”. In
the figure, a particular node 203 (shaded) can detect signals
from the other nodes 202 shown heavy, but not from the
more distant nodes 204 shown light. In this case, each node
202 can detect signals from twenty-seven of the other nodes,
and the diametrically opposite twelve nodes are hidden.
However, all of the nodes 202 can communicate with the
base station 201, and the base station 201 can communicate
with all of the nodes 202; thus none of the nodes 202 1s
hidden to the base station 201.

[0048] FIG. 3 1s a schematic showing components of an
exemplary node, according to some embodiments. A pro-
cessor (such as a computer, microcontroller, FPGA, ASIC,
etc.) may send data to a transmitter which may send elec-
tromagnetic signals to an antenna, which may emit electro-
magnetic waves comprising a wireless message. The same
antenna may receive electromagnetic energy comprising
wireless messages from other nodes or from the base station,
and may convey the energy to the receiver, which may
convert the energy into a form that the processor can
recognize. In addition, the processor may be operatively
connected to non-transient computer-readable media (“NT-
CR media™) containing data and/or instructions for methods.
Nodes are usually connected to a device (shown in dash)
such as a vehicle or sensor or mobile phone, for example. A
base station, on the other hand, usually includes a wired
connection to a larger network such as the Internet, using a
router or other mstrumentation for example.

[0049] In some embodiments, the transmitter and receiver
may be combined 1nto a transceiver. In some embodiments,
two separate antennas may be provided, one for the trans-
mitter and a second antenna for the receiver, thereby allow-
ing separate optimization of the high-power transmission
and the low-power received signal.

[0050] FIG. 4 1s a sequence chart showing various mes-
sages as a function of time. A “sequence chart” i1s a chart
showing events versus time along a horizontal axis, similar
to the display of a logic analyzer. Arrows indicate sequential
timing. Minor delays due to the speed of light and the like
are 1gnored here and in all the examples.

[0051] In the protocol shown, a node wishes to send a data
packet DAT to a receiving entity, which in this case 1s the
base station. But first, the node obtains permission to trans-
mit, by sending an RTS message. Typically the RTS includes
the address or other i1dentifier of the transmitting node, the
address or i1dentifier of the intended recipient, an indication
that this 1s an RTS message, and optionally a duration value
indicating how long the node desires to occupy the channel
for the subsequent DAT and ACK messages. The receiving
node, typically the base station, may then send a responsive
CTS message granting access. The transmitting node may
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then send the data package DAT, after which the base station
may send an ACK acknowledgement 1f the DAT was
received 1 good order.

[0052] FIG. 5 1s a flowchart showing an exemplary
method for sending a wireless message. The depicted pro-
tocol uses decrementation to adjust the waiting interval
and/or contention window after each failed transmission
attempt. Decrementation of the delay parameters may pro-
vide improved throughput and fairness, according to some
embodiments disclosed herein. In the context of the figure,
fairness 1s enhanced when a node that has previously been
forced to delay its message 1s then given a competitive
advantage relative to the other nodes. The competitive
advantage 1n this case 1s a shortened waiting interval and/or
contention window. With this advantage, those nodes that
have waited the longest then become first in line as soon as
a transmission opportunity occurs. In this example, the node
then restores the waiting interval and the contention window
back to their imitial values after receiving either a CTS or an
ACK confirmatory reply (FIG. 6 shows the opposite
arrangement).

[0053] At 501, the node decides or commits to send a
message. This “commit to transmit” decision may be in
response to an incoming message, or to an event or circum-
stance related to the node 1tself, such as a sensor reaching a
temperature limit, or a tablet computer checking email, or
other event. The node may be operated by a human, 1n which
case the human may decide when to commit to sending;
however the actual transmission time 1s then determined by
the depicted method so as to avoid collisions.

[0054] The node may check the communication channel,
using a receiver, and may determine at 502 whether the
communication channel 1s clear. If another node 1s currently
transmitting a message (or a carrier signal) on the channel,
the node can 1nitiate a backofl delay at 503 by setting the
waiting interval and/or contention window parameters to
their predetermined 1mitial values. Then at 504, the node may
wait the mitial waiting interval, and then may additionally
505 wait a randomly selected portion of the 1nitial conten-
tion window, and then 3506 may transmit the message
(assuming the channel 1s clear at that time).

[0055] Returning to block 502, 1f the channel 1s clear (or
at least the node cannot hear any signals from the non-
hidden nodes) at the commit time, then the node can
immediately transmit the message at 506 as shown. The
node may then determine at 507 whether the message has
been recerved by listening for (or receiving) a confirmatory
reply message such as a CTS or ACK message. If the node’s
initial message was not received, or 1f 1t was garbled by
interference or collision, or other mishap, then no such
confirmatory reply would be generated by the receiving
entity. Likewise, 11 a confirmatory reply 1s transmitted by the
receiving entity, but the reply was collided with or intertered
with or otherwise garbled, then the original node would not
recognize the garbled message as a confirmatory reply. In
cach such case, the node then performs another backoil
delay, followed by another attempt to transmit the message.

[0056] In some embodiments, the second waiting interval
and/or the second contention window may be made shorter
than the mmitial waiting interval and/or initial contention
window. Decreasing those values may result in improved
tairness by allowing delayed nodes to acquire a competitive
advantage relative to the other, undelayed, nodes. For
example, the mitial waiting interval and/or the mnitial con-
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tention window may be decremented at 508 by subtracting
a predetermined decrement from one or both of those
intervals, or by multiplying them by a predetermined factor
less than one, or otherwise arranging to reduce the values.
Then at 504 a second backofl delay 1s started using the
updated (decremented) waiting interval and/or contention
window values. This cycle may be repeated until the mes-
sage 1s linally received at 509, at which time the waiting,
interval and/or contention window values are returned to
their 1itial values 1n preparation for transmitting a subse-
quent message. The waiting interval 1s intended to avoid
multiple stations trying to transmit as soon as a previous
message ends, and the contention window 1s intended to
spread out the competing transmissions 1 time to avoid
further 1nterference.

[0057] The example shows two blocks, 503 and 509, 1n
which the waiting interval and the contention window are set
back to their initial values. This redundancy 1s to illustrate

two ways the resetting could be done. It 1s not necessary to
do 1t twice.

[0058] FIG. 6 1s a flowchart showing another exemplary
method for setting the timing of messages, according to
some embodiments. This time the delay parameters are reset
back to their 1nitial values only after a complete RTS-CTS-
DAT-ACK sequence 1s successiully received, rather than
doing so after each CTS as in the previous example.

[0059] At 601, a node decides to transmit a message, and
at 602 1t checks whether the channel 1s clear. If the channel
1s not clear at 602, the node delays during a backofl interval
comprising a waiting interval plus a random portion of a
contention window at 610, and then decrements the values
of the waiting interval and/or the contention window at 611.
Reducing the size of the waiting interval and/or the conten-
tion window after each backofil delay thereby provides a
small but significant competitive advantage to the delayed
node relative to other nodes that have not endured such a
delay, or has had fewer such delays. By allowing the delayed
node to transmit sooner, on average, than the undelayed
nodes, the depicted process provides improved fairness in
resource allocation, as well as other benefits in LAN per-
formance.

[0060] If at 611 the decremented waiting 1nterval value 1s
below 1ts lower limait, then the waiting 1nterval value 1s not
turther decremented but 1s set equal to that lower limit. The
contention window 1s likewise maintained at or above its
predetermined lower limit value. The nitial values, upper
and lower limits, and the decrementation amounts may be
assigned according to, for example, data stored i1n non-
transient computer-readable media, and may be dictated or
updated by the base station. The initial values and/or the
other values listed and/or other parameters may be deter-
mined based on the current wireless traflic density, the
current collision rate, the current transmission failure rate, or
other LAN performance metric, or otherwise predetermined.

[0061] If the channel 1s found to be clear (that 1s, the
node’s recerver detects no interfering carrier signals or
messages) at 602, then the node transmits its RTS message
at 603. The node then listens for (or attempts to receive) a
confirmatory CTS message indicating that the RT'S message
was received 1n good order. The listening may be continued
for a predetermined 1nterval such as a listening interval. For
example, the listening interval may be determined according
to the maximum anticipated time for the RTS message and
the C'TS message to travel between the node and the base
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station at the speed of light, plus a response time of the base
station, plus optionally an additional time to ensure that the
CTS 1s not missed. The listening time may be a small
number of time slots, such as 1 or 2 slots, preferably
suilicient to determine whether a message (presumably a
CTS) 1s forthcoming. Alternatively, the listening time may
be made longer so as to include the entire CTS message,
thereby allowing the listening node to veniy that the
expected CIS message 1s received in good order before
determining that the confirmation 1s valid.

[0062] If the node fails to receive a CTS at 604 1n the
predetermined interval, due to a collision or other mishap,
then the node returns to 610 for another backotl delay. If the
node recerves a CTS at 604, then the node may again check
at 605 to be sure that the channel 1s still clear. If the channel
1s now busy, due to an intruding message or other interfer-
ence, then the node returns to 610 and again performs a
backoil delay. IT the channel 1s clear at 605, the node then
sends 1ts data package DAT at 606.

[0063] Adfter transmitting the DAT message, the node then
listens for an expected ACK confirmatory message during
another predetermined listening interval. If at 607 the node
fails to receive the ACK 1n that time, it returns to 610 and
starts the entire process over again including an RTS mes-
sage. But if the node receives the ACK confirmation, the
node has thereby obtained completion of a full 4-message
handshake, and therefore at 608 the node restores the
waiting interval and/or the contention window back to their
initial values 1n preparation for a subsequent message, and
then 1s done at 609. Restoring the delay parameters back to
their imtial values after each successiul message completion
thereby removes the competitive advantage that the node
had while 1t was delayed. In this way the node makes room
for other nodes to have that advantage when they become
delayed. The delay parameters are restored to their mitial
values after each successtul completion or before each new
message 1s 1nitiated, 1n the depicted embodiment.

[0064] The flowchart shows the node decrementing the
waiting interval and/or the contention window successively
upon each backofl instance at 611. Alternatively, the node
may record, in memory for example, the number of times
that the node has performed a backoil delay since the last
successiul completion. The node may then calculate the
tully decremented waiting interval value and/or contention
window value(s) anew upon each successive backoll occur-
rence, using the number of backoll delays so far performed.
For example, 11 the node has had three backoil delays since
the last successiul completion, and now must backofl a
fourth time, the node may calculate the decremented waiting
interval equal to the imitial waiting interval minus three
times the waiting interval decrementation value, and/or may
calculate the decremented contention window equal to the
initial contention window minus the number of backofl
delays times the contention window decrementation value. It
1s immaterial whether the waiting interval and/or the con-
tention window are decremented successively upon each
backofl instance, or are calculated anew based on the
number of backofl delays since the last successtul comple-
tion. “Decrementation”, as used herein, includes both of
those calculation procedures, as well as other calculation
procedures that result 1n successively reducing the waiting,
interval and/or the contention window and/or other delay
parameters upon each successive backofl delay instance.
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[0065] FIG. 7 1s a sequence chart in which the horizontal
axis represents time, and the vertical axis represents signals
or events or time periods related to actions of subsystems of
an exemplary node, according to some embodiments. In the
top line, labeled “Processor”, events related to the node’s
processor are shown versus time, and likewise for events
related to the receiver and the transmitter 1n the other two
lines. Thin vertical lines indicate synchrony between various
events.

[0066] The processor decides to prepare a message for
transmission at the block Commut. In this example, however,
the receiver detects an ongoing interference signal Carrier,
from another node, and therefore the message must be
delayed. The processor first imposes a predetermined wait-
ing interval followed by a predetermined contention win-
dow. At a randomly selected time Rand within the conten-
tion window CW, the message 1s transmitted. Also shown
are the backofl interval, equal to the waiting interval plus
Rand, and the maximum delay CWmax which 1s equal to the
waiting interval plus the contention window.

[0067] The depicted example provides for the waiting
interval to begin after the Carrier signal subsides. In another
embodiment, the waiting interval may begin as soon as the
processor decides to prepare a transmission, thereby saving
time 11 the Carrier signal subsides quickly (that 1s, before the
backofl delay expires). In addition, 11 the Commait time
occurs when there 1s no interference present, the message

may be transmitted immediately, without imposing the back-
ofl delay at all.

[0068] FIG. 8 1s a sequence chart showing an exemplary
transmission case mnvolving additional iterference, accord-
ing to some embodiments. Again the processor commits to
transmit while the receiver detects an interfering signal
Carrier-1 1n progress, and therefore the processor imposes a
first waiting interval Waiting-1 plus a randomly selected
delay Rand-1 within the contention window CW-1. How-
ever, a second interference Carrier-2 has occurred at that
time, causing the processor to abort the message (“Aborted
Message™ shown 1n dash) and to impose a second waiting
interval Waiting-2, which 1n the depicted case starts when
Carrier-2 ends.

[0069] After the Waiting-2 interval, plus a randomly
selected Rand-2 delay within a second contention window
CW-2, no further interference 1s present (or at least no
turther interference 1s detected by the receiver), and there-
fore the message 1s transmitted by the transmitter.

[0070] As may be seen 1n the figure, the second waiting
interval Waiting-2 1s made shorter than the initial waiting
interval Waiting-1, and also CW-2 1s made shorter than
CW-1. The shortened intervals may provide the node with a
competitive advantage relative to other nodes that have not
had a delay, by enabling the delayed node to schedule the
next message transmission after a shorter backoll delay, on
average. By shortening Waiting-2 relative to Waiting-1, the
node that has been forced to delay 1ts message 1s thereby
permitted to begin transmitting earlier in time, on average,
than other nodes that have not waited. Likewise, the shorter
CW-2 relative to CW-1 further improves the advantage of
the withholding node. Nodes that have waited the longest (or
the largest number of times), thereby obtain an advantage by
being able to begin transmission before the other competing
nodes, on average. The protocol thus provides enhanced
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fairness, by allowing the nodes that have waited the longest
to transmit sooner than other nodes that have not waited as
long or as many times.

[0071] FIG. 9 1s a sequence chart showing an exemplary
protocol 1n which the delay 1s suspended while interference
1s detected, according to some embodiments. The processor
commits to transmit while the receiver detects Carrier-1
interference due to the carrier signal of another node, and
therefore a waiting interval 1s required. However, a second
interfering signal, Carrier-2, occurs during the delay. As
indicated by the dashed line, the waiting interval 1s extended
(or put on hold mode) by the same amount of time that
Carrier-2 1s detected. Thus the length of the “Waiting plus
Hold™ interval 1s equal to the predetermined waiting interval
plus the length of the Carrier-2 mterference. When Carrier-2
finishes, the delay timing then resumes from where it left off,
and completes the waiting interval. This 1s followed by a
random interval Rand within the contention window CW,
and finally the message 1s transmitted by the transmitter. By
placing the delay time on hold during interference, the node
arranges to maintain the delay current (that 1s, to keep 1its
place 1n line rather than having to start all over with a new
backoil) upon detecting Carrier-2.

[0072] The hold mode incidence rate, or equivalently the
rate of nodes detecting a carrier signal during a backoil
delay, 1s a sensitive measure of the tratlic density and may
be used to adjust the mitial waiting interval and/or the nitial
contention window values up or down accordingly.

[0073] FIG. 10 1s a sequence chart showing an exemplary
response to a failed transmission, according to some
embodiments. The processor decides to send an RTS mes-
sage at Commit, while the interference Carrier 1s present.
This triggers a backofl cycle as i the previous figures,
comprising a Waiting-1 waiting interval followed by a
random Rand-1 delay within the contention window CW-1.
When the Rand-1 delay expires, the node sends message
RTS-1, aftter which the receiver monitors the communication
channel during the Listen-1 interval for an expected CTS
reply. However, 1n this case, there 1s no CTS message, due
perhaps to some unspecified problem such as a collision
with another message. Therefore, at the end of Listen-1, the
processor initiates another backoil cycle including Wait-
ing-2 followed by Rand-2 within CW-2. Importantly, to
enhance fairness and overall throughput, one or both of the
second set of delays 1s/are made shorter than the first set.
Specifically, 1n the depicted example, Waiting-2 1s shorter
than Waiting-1, and CW-2 1s shorter than CW-1. These
shortened delays thereby give the node a competitive advan-
tage after having a first transmission failure. It may be noted
that Rand-2 1s not shorter than Rand-1 in this case. Since the
randomly-selected intervals are selected randomly, they vary
from case to case, ranging from zero or near-zero, to the tull
contention window width. In the depicted example, the
randomly-selected Rand-2 happened to be equal to or larger
than Rand-1. On average, however, the total backofl for the
second delay cycle will usually be somewhat shorter than for
the first delay cycle as shown, and this 1s sutlicient to enable
the node to transmit 1ts message ahead of competing nodes,
on average. Accordingly, the transmitter sends the RTS-2
message at the end of Rand-2. The receiver again monitors
during the Listen-2 interval, and this time 1t detects the CTS
reply.

[0074] In some embodiments, the waiting interval may be
decremented upon each failed transmission attempt, while
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the contention interval may remain unchanged. In other
embodiments, the contention window may be decremented
while the waiting interval may remain unchanged. In further
embodiments, the mitial waiting interval and the contention
window may be decremented by the same amounts or by
different amounts. In still further embodiments, the waiting
interval and the contention window may be 1mitially made
the same length or different lengths, and both may be
decremented by the same amount or diflerent amounts, e.g.,
progressively lesser amounts, including where the decre-
mented progressive amount 1s a constant, after each failed
transmission attempt. Practitioners can try each of these
variations to see which one provides the best LAN perfor-
mance given a particular LAN geometry and trailic, as
measured by the largest number of successiul messages per
umt time, the least number of message collisions, the
shortest average delay time per message, or other criterion
of LAN performance.

[0075] FIG. 11 1s a sequence chart showing another exem-
plary protocol for managing a transmission, according to
some embodiments. In this case, the timing 1s determined by
counting clock pulses. The number of clock pulses corre-
sponds to the complete backofl time, rather than demarking
separate waiting and Rand intervals. The processor can
calculate the number of computer clock ticks, or other digital
time markers, equaling the length of the planned backoil
interval. The processor may then count the ticks (or, more
commonly, the processor may decrement a preset total upon
cach clock interrupt), and then may activate the transmaitter
to send the Message.

[0076] The figure shows clock ticks on a time line labeled
“Clock”. The processor commits to send a message at the
Commit block, but the Carrier interference 1s present, and
therefore the processor begins counting clock ticks starting
at the end of the Carnier block. The waiting interval, CW
interval, Backofl interval, and Rand intervals are also
shown. Message 1s transmitted when the processor counts up
to the predetermined clock tick total, or alternatively when
the remaining ticks are counted down to zero.

[0077] FIG. 12 1s another exemplary sequence chart show-
ing digital timing, including a re-transmission and multiple
interference 1ssues, according to some embodiments. This
example assumes that a node can re-transmit a DAT message
upon failing to receive an ACK acknowledgement, without
having to repeat the RTS-CTS sequence again. (FIG. 13
illustrates the opposite assumption.)

[0078] The processor commits to transmit a data packet
DAT at Commuit, having previously completed an RTS-CTS
handshake (not shown). However, Commit 1s during the
interference Carrier-1, and therefore the node prepares a
chain of clock ticks shown on the Clock line which total the
predetermined Waiting-1 plus the Rand-1 intervals. After
that delay, the processor transmits the message DAT-1. The
receiver then listens for an acknowledgement during the
Listen-1 1nterval, but no acknowledgement message 1is
received 1n this case. Therefore, the processor again prepares
a second backofl (Clock ticks-2) representing the sum of the
updated Waiting-2 plus Rand-2 times. As shown by the
figure, the waiting interval 1s decremented upon the second
instance. Specifically, Waiting-2 1s less than Waiting-1,
although 1n this case the CW-2 window 1s equal to CW-1
(that 1s, the contention window i1s not decremented this
time). The waitting interval 1s decremented upon each failed
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transmission attempt, but the contention window 1s not
decremented, 1n this example.

[0079] Then, the receiver detects a second interfering
carrier signal Carrier-2, occurring while the Clock ticks-2
are counting down. Therelore, the processor suspends the
counting while Carrier-2 1s present, while maintaining the
count at whatever value 1t had when Carrier-2 was first
detected. The suspended counting 1s represented by a dashed
arrow labeled Hold. After the Hold interval, the processor
resumes counting Clock ticks-2 from where 1t left off.

[0080] When the Clock ticks-2 interval 1s finally complete,
the processor activates the transmitter to transmit the data
again, shown as the DAT-2 message. The receiver then
listens during a Listen-2 mterval, during which an acknowl-
edgement ACK message was received, indicating that the
DAT-2 message was communicated successfully. The
example shows an exemplary protocol in which the proces-
sor 1s configured to re-transmit the DAT message after a
tailed attempt, without having to repeat the RTS-CTS hand-
shaking. In other embodiments, the processor would be
required to re-transmit an RTS after the backoil delay, then
detect a valid CTS, then re-transmit the DAT message.
Practitioners can implement whichever protocol provides
the best performance according to their LAN parameters,
such as the presence or absence of hidden nodes in the LAN.

[0081] FIG. 13 1s a sequence chart showing an exemplary
failled DAT transmission, in which the node repeats the
RTS-CTS handshaking again before re-transmitting the
DAT (in contrast to the example of FIG. 12 which featured
an immediate DAT re-transmission). Here the base station 1s
shown 1n the first line and the node’s transmitter i the
second line. The node transmits an RTS message, to which
the base station replies a CTS. The node sends its DAT
message and listens for an ACK, however there was a
collision or other problem and no ACK was detected (there-
fore 1t 1s shown 1n dash). Failing to receive acknowledge-
ment, the node starts over by waiting a backoil delay, then
again sends the RTS, gets a CTS, re-transmits the DAC, and
finally receives an ACK.

[0082] FIG. 14 1s a sequence chart showing an exemplary
protocol for wireless communication with collision avoid-
ance, particularly showing how the base station can manage
multiple nodes secking to commumnicate at the same time,
according to some embodiments. The line labeled Base
Station shows the base station transmitter actions, Trans-1
shows the actions of the transmitter of node-1, Trans-2
shows the actions of the transmitter of node-2, and Proc-2
shows actions of the processor of node-2. Trans-1 starts by
sending an RTS message, which the base station replies to
with a CTS. Trans-1 then sends 1ts DAT package, which the
base station receives and confirms with an ACK reply. In the
mean time, node-2 decides at Commit to send a message.
However, the processor of node-2, Proc-2, has detected the
CTS message which included a duration datum indicating
how long node-1 intended to occupy the channel. Therefore,
Proc-2 imposed a signal imnhibition SIG while the CTS was
present (that 1s, while to the carrier signal from the base
station was detected). Additionally, Proc-2 imposed a Hold
for the remainder of a Reserved interval equal 1n length to
the planned duration of node-1’s DAT+ACK transmission.

[0083] Thus Trans-1 transmits an RTS message, receives
a CTS reply, then transmits a DAT message, followed by an
ACK reply from the base station. At that point, the Hold 1s
terminated and Trans-2 began a Backofl delay comprising a
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predetermined Waiting interval followed by a randomly
selected portion Rand of the predetermined CW 1nterval. At
expiry of Rand, Trans-2 then transmitted its RTS message,
prompting a CTS reply from the base station. Trans-2 then
sends 1ts DAT message and recerves an ACK confirmation.
In summary, node-2 waited until the carrier signal from the
original C'TS message was finished, plus the Hold interval
based on the duration datum in that CTS message, plus a
Waiting interval, plus Rand within the contention window,
betfore beginning 1ts own RTS/CTS/DAT/ACK procedure. In
this way, each node 1s permitted to occupy the channel
sequentially, and collisions may be avoided.

[0084] FIG. 15 1s a sequence chart showing several ways
that collisions can occur despite the best efforts of the Base
Station 1n managing the LAN, according to some embodi-
ments. Actions of a processor Proc-1 of a first node are
shown 1n the first line, actions of the base station are
indicated next, followed by the transmitters Trans-2, Trans-
3, Trans-4, and Trans-5 of other nodes 1n the LAN. Trans-2
sends an RTS, for which the base station sends a CTS reply.
Proc-1, as well as all the other nodes, detects the CTS carrier
signal and therefore they all inhibit transmission during the
interval labeled SIG. Some of the nodes may also detect the
RTS activity, but in this example the Proc-1 node is too far
from the Trans-2 node to detect 1ts RTS carrier signal. All the
nodes can detect the base station messages, and therefore
SIG occupies the time of the CTS. The CTS message may
include a duration datum, which all the nodes can interpret
and can withhold their transmitters for the full Reserved
interval according to the duration datum. Also, Trans-2
would normally respond to the CTS by transmitting a DAT
package, but 1n this example a collision occurred which
garbled the CTS. Therefore Trans-2 did not receive a rec-
ognizable CTS and hence did nothing (or initiated a backoil
and re-transmission, not shown).

[0085] The base station began listening for a DAT mes-
sage 1mmediately after sending the CTS. Detecting no
carrier signal from Trans-2, the base station determined that
the DAT was not forthcoming. Theretfore, there 1s no need to
impose a Reserved interval of silence. The base station
therefore transmitted a very brief beacon message “x”
cancelling the Reserved interval, which 1s shown in dash
since 1t was canceled. Nodes may then transmit at will after
the cancellation.

[0086] The collision may have occurred in one of at least
three ways. Trans-3, the transmitter of a third node, may
have been too far from Trans-2 to hear the RTS (that 1s, the
second node was hidden from the third node), and so Trans-3
may have coincidentally transmitted 1ts own RTS message
simultaneously with the CTS. Since nodes cannot receive
and transmit at the same time, the third node was unable to
detect the simultaneous CTS and therefore caused a colli-
S1011.

[0087] Another way the collision could have occurred 1s
shown by Trans-4, which also 1s a “hidden node” from
Trans-2. Trans-4 began transmitting its RTS 1n the middle of
the Trans-2 message, which was hidden from 1t, and there-
fore caused a collision.

[0088] Another collision scenario 1s shown for Trans-3,
which 1s not a hidden node from Trans-2. However, Trans-2
coincidentally began sending 1ts RTS at the same time (that
1s, 1n the same slot) as the Trans-2 RTS, which therefore
collided. In each of these scenarios, the collision garbled the

original RTS and/or the CTS, and hence the Reserved
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interval was either not started or was canceled upon failure
to detect a responsive DAT. The other nodes are then free to
transmit during that time. However, the two collided nodes
(Trans-2 and either Trans-3 or Trans-4 or Trans-5) were not
free to transmit right away since, after a failed transmission
attempt, they must wait for a full backofl interval before
again attempting an RTS. Each of the depicted RTS mes-
sages comprised a failed transmission attempt.

[0089] FIG. 16 1s a flowchart showing an exemplary
method for a base station to manage the contention window
for nodes 1 a LAN, according to some embodiments.
Actions of the base station are shown on the leit and actions
ol a particular node are shown on the right. The base station
monitors the data channel at 1601 to detect the carrier signal
of any transmitting node, as well as to receive and interpret
any messages from the nodes. The carrier signal 1s an
indication of wireless activity. At 1602 the base station
analyzes the signal detection results to calculate an average
traflic density, or other parameters related to wireless activ-
ity 1n the LAN, and to update the imitial waiting interval
and/or the 1nitial contention window values to be used by the
various nodes. Optionally, at 1603 (1n dash), the base station
can also adjust other contention window (“CW’’) param-
eters, for example to determine decrementation amounts or
upper and lower limits on the various delay parameters, or

other protocol parameters.

[0090] At 1604, the base station may transmit the revised
initial waiting interval and/or initial contention window
values (and possibly other values such a high or low limits,
decrementation values, etc.) to the nodes 1n a beacon mes-
sage. The node may receive the updated waiting interval
and/or contention window values at 1605, and may store
them 1n registers or other memory means, for use in deter-
miming subsequent backofl parameters. At 1606, the node
has experienced a failed transmission attempt (not shown)
and therefore prepares a backoil delay using the new 1nitial
waiting 1nterval and new 1nitial contention window values.
At 1607, after each successive failed transmission attempt,
the node may successively decrement the waiting interval
and/or the contention window by a decrementation amount,
and may store the resulting waiting interval and/or conten-
tion window values 1n registers. The decremented values are
then used i1n a subsequent backofl delay, and may be
decremented again after each failed transmission attempt.
Alternatively, the node may keep track of the number of
falled transmission attempts since the last successiul
completion, and may calculate the fully decremented wait-
ing interval and/or contention window values using, for
example, a formula according to that number of delays since
the last completion. In erther case, the node may prepare a
count-down clock for the full backoil delay.

[0091] In the mean time, the base station at 1609 may
continue measuring congestion and other trailic data, and at
1610 may calculate yet another set of 1nitial waiting interval
and/or contention window parameters based on the most
recent traflic data. Then, or periodically, or 1 conditions
change significantly, the base station at 1611 may send
another beacon message to the nodes, further updating the
waiting 1nterval and/or contention window values. In addi-
tion, optionally, the node may at 1608 retire or revise the
recommended waiting interval and/or contention window
values autonomously when appropriate, such as when the
base station has been silent for a certain amount of time, or
when the node determines that conditions have changed. For
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example, a vehicle passing through a LAN may join the
network temporarily, receive waitting interval updates from
the base station, set 1ts initial waiting interval value accord-
ingly, and then exit the LAN as the vehicle moves away. In
that case, the vehicle may soon be out of range of the base
station and thus would no longer be a node 1n the LAN.
Hence, retiring the recommended parameters may be appro-
priate, particularly 1f the vehicle 1s able to assess the wireless
tratlic conditions itself in real-time and calculate the corre-
sponding waiting interval and/or contention window param-
cters accordingly.

[0092] FIG. 17 1s a flowchart showing an exemplary
method for nodes to adjust their own 1nitial waiting interval
and/or mitial contention window based on the node’s own
determination of the wireless traflic density or transmission
fallure rate or other communication performance metric,
according to some embodiments. It may be useful for nodes
to adjust their own delay parameters when the base station
does not manage the delay parameters, or at other times. At
1701, the node may sense the carrier signal and/or message
status of a communication channel periodically (or other-
wise), and at 1702 may calculate the average wireless traflic
density or other performance metric. The calculation of an
average may include a sliding boxcar-type average or a
ring-builer average for example, configured to average a
number of sequential carrier signal measurements. Alterna-
tively, the averaging may include a procedure that empha-
s1zes the most recent data over the oldest data such as an
incremental average or an age-weighted average, among
many other ways to do the calculation.

[0093] At 1703, based on the observed wireless traflic
density, the node may calculate an initial waiting interval
and/or 1nitial contention window value using, for example,
a predetermined relationship that relates the delay param-
cters to the average trathic density. For example, the prede-
termined relationship may indicate a particular initial wait-
ing 1interval setting and/or an initial contention window
setting, selected for example to minimize congestion, mini-
mize message latency, or maximize fairness and equality,
among other possible performance features to be controlled
or optimized. The node may then store the updated mitial
waiting 1nterval value, initial contention window value,
and/or other parameter values in, for example, memory or
registers of the node’s processor. Optionally, at 1704, the
node may recalculate or update the values of other delay
parameters such as the decrementation amount, the upper or
lower limits on the waiting interval or the contention win-
dow or the backofl delay, and the like, to further optimize the
overall LAN performance for example.

[0094] Optionally, at 1710, the node may adjust the mitial
waiting interval and/or initial contention window values
according to the node’s own history of transmission
attempts, such as the number of retransmissions required to
send a message.

[0095] At 1705, optionally, the node may transmit the
values that the node has determined, thereby providing those
values to the LAN base station or to other nodes. In some
embodiments, such as where the base station does not
manage the LAN delay parameters, or at other times, the
node may send a beacon message to all of the other LAN
nodes within range, suggesting the new delay values.

[0096] At 1706, the node may employ the updated 1initial
waiting 1nterval and/or initial contention window values to
set up a backofl delay. At 1707, the node may prepare for a
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second backofl delay, for example by decrementing the
initial waiting interval and/or the 1nitial contention window,
and again attempts to transmit the message. Alfter each failed
attempt, the node may again decrement the waiting interval
and/or the contention window (although not below a prede-
termined lower limit for each parameter). The node thereby
obtains a competitive advantage relative to other nodes that
have not been delayed.

[0097] At 1708, the node has successtully achieved
completion (of a full RTS-CTS-DAT-ACK sequence) by
receiving an ACK message from the base station, and
therefore the node restores the waiting 1nterval and/or con-
tention window values back to their initial values, so that
they are ready for use 1n preparing the next backofl delay
when needed. By restoring the delay parameters back to
their 1nitial values, the node thereby provides opportunity
for other nodes, which may have waited multiple times, to

obtain an advantageous timing position, as fairness would
dictate.

[0098] At 1709, the node may continue to monitor the
wireless traflic density, and to recalculate and update the
initial waiting interval and/or initial contention window
times accordingly.

[0099] FIG. 18 15 a timing diagram showing exemplary
waiting interval and contention window values as a function
of time (horizontal axis), according to some embodiments.
The waiting interval values are restricted to be between the
upper and lower limit values (“hilim™ and *“lolim™ respec-
tively), and likewise for the contention window values in the
middle section. Also shown 1s the 1nitial value “init” for each
parameter. In the lower section labeled XMTR, boxes indi-
cate the activity of the node’s transmitter. Unsuccessiul
transmissions or attempts are shown dashed, and successtul
transmissions as solid blocks. The individual RTS, CTS,
DAT, and ACK messages are implied but not shown spe-
cifically. Time labels t1, t2, t3, t4, t5, t6, t7, t8, t9, and t10
are also shown, demarking the wvarious transmission
attempts. Thin vertical lines indicate synchrony or a causal
connection.

[0100] The diagram shows how the waiting interval and/or
contention window may be adjusted in response to each
successiul or failed transmission attempt. At the top, the
waiting interval starts at the initial waiting interval value
1801 as shown. Upon each unsuccessiul transmission
attempt, the waiting interval 1s decremented until at t4 1t
reaches the waiting interval lower limit 1802, and thereafter
1s decremented no farther. Likewise the contention window
value starts at its 1nitial value 1805, but in this example the
contention window 1s not decremented at tl due, for
example, to tratlic conditions or other reasons. The conten-
tion window 1s then decremented at the 12 and t3 transmis-
sion failures, thereby reaching the lower limit 1806, and then
remains at the lower limit 1806 thereatter.

[0101] At t6, the message i1s finally transmitted and
received successiully, as indicated by the solid XMTR block
1809 at t6. As a result, the waiting interval 1s raised back to
1its 1nitial value 1803, and the contention window 1s restored
to 1ts 1nitial value 1807.

[0102] A second message transmission was attempted at t7
and t8 but these were not successiul, resulting 1n decremen-
tation of both the waiting interval and the contention win-
dow at t7 and at t8. The second message was then success-
tully transmitted at 19, as indicated by the solid block 1810.
The contention window value was then restored to 1ts 1nitial
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value 1808, however the mnitial waiting interval value has
been changed (1804) and 1s shown diflerent at this time. The
initial waiting interval value was changed between times t7
and t9. Such changes in parameters may be due to changing
tratlic conditions, for example. Therefore, after the success-
ful transmission 1810, the waiting interval was set at the
updated value indicated by 1804. The updated value of the
initial waiting interval 1804 1s shown higher than the earlier
value 1801, which may indicate that the wireless traflic
density had increased and therefore the additional delay was
necessary to prevent wireless collisions and message con-
gestion.

[0103] At 110, a third message was successtully transmut-
ted 1811, with no failures. Consequently, no backoil or other
delays are required at that time, and hence the waiting
interval and contention window values remain unchanged at
t10. The values are generally decremented only upon a
transmission failure, and are restored to their initial values
upon a successiul completion as indicated by receipt of the
ACK message.

[0104] In general, when the wireless traflic 1s light, the
initial values of both the waiting interval and the contention
window may be made much shorter, perhaps being set at
therr mimimum values, which may minimize unnecessary
delays for each node. In heavy wireless traflic, the mitial
values of the waiting interval and/or contention window may
be increased sufliciently to optimize access or other LAN
performance metrics. The mitial waiting time and/or 1nitial
contention window may be adjusted independently, or may
be set equal or substantially equal to each other, or may be
otherwise adjusted according to the wireless traflic density,
for example. “Substantially equal” means equal within plus
or minus X percent of each other, wherein X 1s selected from
the group consisting of: 15%, 10%, 5%, 2%, and 1%.
[0105] As a further option, the mtial waiting interval
and/or the iitial contention window values may be made
shorter after each successtul completion. A successiul
completion includes an uninterrupted chain of 4 handshak-
ing messages without interference. The successiul comple-
tion may indicate that the delay values are unnecessarily
long, and therefore may be reduced. In other embodiments,
the delay parameters may be reduced only after some
number ol successive completions, or 1f the collision rate
drops below a predetermined threshold, or 1f the number or
rate of Hold mode conditions drops below a predetermined
threshold, or according to another LAN performance metric.
For example, 11 the base station determines that the collision
rate 1s below a predetermined threshold, the base station can
reduce the initial waiting interval and/or the initial conten-
tion window values by a predetermined amount, and can
send a beacon message to the nodes updating those values.
Alternatively, or 1n addition, each node can determine a rate
at which the node detects a carrier signal while the node 1s
in a backofil delay (that 1s, a Hold mode), and when the
incidence of such events drops below a predetermined
threshold, the node may autonomously reduce 1ts initial
waiting interval and/or contention window, or may send a
message to the base station suggestion that the delay param-
cters be so reduced, or may send a beacon message to the
other nodes suggesting the reduced values, for example.

[0106] FIG. 19 1s a sequence chart comparing a prior-art
protocol with an exemplary improved protocol, according to
some embodiments. Examples are shown with low and high
tratlic density conditions. The line labeled “Prior Art high
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density” shows a series of RTS attempts versus time, accord-
ing to prior-art protocols in which each subsequent trans-
mission attempt 1s delayed by a backofl time which 1s
initially set very short (such as a single slot) and 1s increased
upon each subsequent failed attempt using, for example, a
binary exponential delay protocol. Here the vertical line
1900 marks the end of a previous interference signal (not
shown), and each failed RTS transmission 1s shown dashed
such as 1901. The failed transmissions 1901 are shown
initially close together, and then increasingly separated after
cach failed attempt, according to the incrementation proto-
col which increases the waiting interval after each failed
attempt. Due to the high traflic density, there are numerous
collisions or other transmission failures. The message 1s

finally transmitted successiully at 1903 after a rather long
backofl time 1902.

[0107] The line labeled “Improved high density” shows an
exemplary 1improved protocol in which the transmission
1906 may be withheld, after the interference 1900, by an
initial waiting interval 1904 plus a randomly-selected delay
1905 within a contention window 1907. The length of the
initial waiting interval 1904 and the initial contention win-
dow 1907 may be set according to the current wireless traflic
density, for example, to optimize access or other LAN
performance metric. The successiul transmission 1906
therefore occurs much sooner with the improved protocol
than with the prior-art protocol, in the high-density case
shown. The prior-art protocol generated numerous collisions
resulting 1n failed transmissions 1901 until the timing was
eventually suflicient to avoid interference. Each of the failed
RTS messages 1901 represents wasted bandwidth and
delayed access for all the other nodes. The improved pro-
tocol, on the other hand, arranged the 1mitial waiting interval
and contention window 1804 and 1807 appropriately for the
current high level of wireless traflic density, and thereby
avoided unnecessary collisions.

[0108] The line labeled “Improved low density” shows the
same exemplary improved protocol as the Improved high
density case, but now with the 1imitial waiting interval and the
initial contention window adjusted appropniately for a low
wireless traflic density. For example, the LAN base station
can monitor the channel, determine the fraction of time that
the channel 1s 1dle, and then adjust the initial waiting interval
and 1mitial contention window accordingly. The adjustment
can also be based on the frequency of interference between
messages, the fraction of transmissions followed by a CTS
or ACK, the rate of detecting a carrier signal during a
backoll delay, or other means for determining the current
wireless traflic conditions. Interference 1s unlikely when the
traflic density 1s low, and therefore the 1mitial waiting inter-
val and 1nitial contention window may be made very short
at low traflic density conditions, such as an 1nmitial waiting
interval of zero or one slot for example. The resulting
backoil delay 1909 1s thus very short, longer delays being
unnecessary under low density conditions. As a result, the
successiul transmission 1908 1s achueved promptly. Thus
embodiments of the mmproved protocol can provide fast
service under low density traflic conditions, while also
adjusting the backofl time to optimize performance at high
density conditions when appropriate.

[0109] FIG. 20 1s a chart showing results of a computer
simulation of an exemplary LAN with various levels of
traflic density. The simulation included 40 nodes around a
base station as shown 1n FIG. 2, with each node being hidden
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from 12 of the other nodes respectively, and detectable from
the remaiming nodes. Each node 1n the model was able to
initiate messages independently and at random times. Each
node mitiated a message by sending an RTS message to the
base station. If the channel was busy at the time a node
committed to send, the node then waited for a backoff
interval and then sent the RTS. The base station responded
with a CTS 1f there were no collisions, after which the node
sent 1ts DAT package, and then the base station sent an ACK
confirmation. Nodes refrained from transmitting whenever
the base station or one of the non-hidden nodes was already
transmitting. Nodes also detected the duration datum in each
CTS message and respected a Reserved interval while
another node sent 1ts DAT and ACK messages, as discussed
above.

[0110] The model was run using a prior-art protocol to
determine the mitial waiting interval and 1nmitial contention
window. The prior-art protocol included incrementation of
delays according to a binary exponential protocol, and
performance results were recorded. The model was then run
again, but this time using an improved protocol according to
the present disclosure. Specifically, 1n the second run, the
initial waiting interval and the initial contention window
values were set according to the trathc density, and then
were decremented upon each failed transmission attempt, as
discussed above. All other parameters were 1dentical in the
two runs. The backofl time was limited to a lower limit of
2 slots and an upper limit of 4000 slots. The RTS, CTS, and
ACK durations were 25 slots each, and the DAT message
was 155 slots, corresponding generally to an 802.11 proto-
col. The horizontal axis of the chart 1s the trathic density P,
defined as 10 million times the probability that a single node
will in1tiate a new RTS message 1n any particular slot. P was
varted from 100 (very low density) to 10,000 (well ito
congestion).

[0111] The vertical axis 1s the success rate, equal to the
number ol completions (that 1s, complete RTS-CTS-DAT-
ACK messages) per 100,000 slots. The hollow data points
and dashed line labeled “with Incrementation” correspond to
a prior-art protocol 1 which the initial waiting interval 1s
small (1n this case, 2 slots) and 1s doubled upon each failed
transmission attempt (binary exponential delays). The solid
line and solid data points labeled “with Decrementation™
correspond to a simulated embodiment of the improved
protocols disclosed herein, in which the imitial waiting
interval and 1mitial contention window are set to values
related to the wireless tratlic density as shown 1n a subse-
quent chart, and are then decreased (decremented) by a
decrementation value (30 slots for the data shown) upon
cach failed transmission attempt. In this simulation, the
waiting 1nterval and the contention window were set equal
to each other, however in further optimization the two
parameters may be adjusted separately.

[0112] The simulation results show that, at low traflic
density, the Incrementation and Decrementation protocols
provided nearly identical success rates. This may be
expected, since collisions and interference and backoil
delays are uncommon at low traflic density. In a mid-region
of about P=800 to P=4000, corresponding to a medium
traflic density, the Decrementation protocol provided about
10% higher success rates than the prior-art Incrementation
protocol. This was due primarily to the numerous short-term
re-transmission attempts characteristic of the Incrementation
protocols, particularly those based on binary exponential
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delays, which the Decrementation protocols avoided. At
high trathc density, P>4000, both protocols appear n the
chart to again provide the same results, however this is
1llusory. Most of the success rates of the prior-art Incremen-
tation protocol at high density were actually due to just a few
of the nodes submitting most of the messages, while the
remaining nodes got few to none of the transmission oppor-
tunities. This effect 1s shown 1n more detail in FIG. 24.

[0113] FIG. 21 i1s a chart showing the results of the

simulation of FIG. 20, now showing the average delay time
per successiul completion, as a function of the wireless
traflic density P. The Incrementation and Decrementation
protocol results are plotted as before, with the hollow points
and dashed curve corresponding to the prior-art Incremen-
tation protocol, while the solid curve and solid points

correspond to the Decrementation protocol.

[0114] At low traflic density, the two protocols have nearly
the same low average delays, as expected. In the middle
range ol P about 800 to 4000, the prior-art Incrementation
protocol results 1 about 10% higher average delays, due
primarily to the extra backofl delays from repeated futile
RTS requests characteristic of binary exponential delays. At
high density, the two protocols appear to have the same
average delays, but this too 1s an 1llusion. As demonstrated
in FIG. 26, the delays at high traflic are not distributed
equally among the nodes by the prior-art Incrementation
protocol, but are endured primarily by a fraction of the nodes
while the remaining nodes are permitted to transmit with
almost no delays.

[0115] FIG. 22 15 a chart showing the simulated collision
rate versus traflic density, for the prior-art Incrementation
protocol and for the Decrementation protocol. As before, the
dashed line and hollow points represent the prior-art Incre-
mentation results and the solid line and solid points repre-
sent the Decrementation results. The collision rate i1s the
number of wireless collisions per 100,000 slots, which
corresponds to one second with a 10-microsecond slot
width. The Incrementation protocol generates three times as
many collisions as the Decrementation protocol in the
mid-range, due primarily to the accidental overlap of simul-
taneous RTS messages which are generated abundantly with
short delay times in the Incrementation scheme, but not with
the new Decrementation protocol as shown.

[0116] FIG. 23 is a chart showing exemplary settings of
the 1nitial waiting time and/or the nitial contention window
parameters as a function of the trathic density for an exem-
plary Decrementation protocol, according to some embodi-
ments. The chart shows three settings, adjusted for low,
medium, and high traflic density conditions. For example,
the 1nitial waiting interval and initial contention window

may be set at 100 slots for traflic densities of P below 800,
and at 300 slots for the mid-range P between 800 and 4000,
and at 500 slots for the high range of P above 4000.

[0117] Viewed diflerently, the waiting interval and/or con-
tention window may be set according to a channel-occupa-
tion time per successiul completion, or Tocc, which 1s equal
to the sum of the CTS, DAT, and ACK message durations.
The RTS 1s not included 1n Tocc because backoil delays are
not 1nitiated until after the RTS 1s finished. Thus, Tocc
represents the amount of time (1n slots) that the node plans
to occupy the channel to complete 1ts message sequence. For
the conditions of the simulation, Tocc=2035 slots. With these
parameters, the 1mitial waiting interval and/or the initial
contention window values shown 1n the figure correspond
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closely to 0.5*Tocc for low-density conditions, 1.5*Tocc for
medium-density conditions, and 2.5*Tocc for high-density
conditions. Practitioners may calculate Tocc for their par-
ticular wireless LAN systems and employ these ratios as a
starting point for setting the 1mitial waiting interval and the
initial contention window values. Practitioners may adjust or
optimize the initial waiting interval and/or the 1nitial con-
tention window, as well as other parameters such as the
decrementation values for those two internals, the upper and
lower limits for those two intervals, and other protocol
parameters, by varying each parameter and monitoring the
resulting changes in the throughput, success rate, collision
rate, average delay, or other LAN parameter.

[0118] In other embodiments, the initial waiting time
and/or the 1nitial contention window and/or other parameters
may be adjusted according to a formula that takes as imputs
measured LAN performance values such as the traflic den-
sity, the completion rate, the average delay, or other perfor-
mance value. For example, the iitial waiting interval and/or
the 1nitial contention window may be set proportional to the
traflic density. As another example, the initial waiting inter-
val and/or the initial contention window may be set accord-
ing to a model, such as a computer model or formula,
configured to optimize one or more LAN performance
values, such as minimizing the average delay or maximizing,
the message success rate at the current traflic density. In
addition, the formula may take, as mput, measured LAN
performance values such as the distribution of message
durations in the current trathc (that 1s, whether most mes-
sages are long or short), and/or the distribution of activity of
the various nodes (that 1s, whether a few nodes are contrib-
uting most of the trathic or whether most of the nodes are
participating about equally), and may adjust the 1nitial
waiting mterval and/or the initial contention window accord-
ingly. Practitioners may devise further means for adjusting
the various delay parameters (such as the imitial contention
window, 1mitial waiting interval, decrementation values for
cach, upper and lower limits for each, and the like) based on
further LAN performance metrics.

[0119] FIG. 24 1s a chart showing the message success
rates for individual nodes of the simulated LAN, using the
prior-art Incrementation protocol, with a wireless traflic
density of P=4000. A message success, or completion,
occurred whenever a node managed to transmit a complete
RTS-CTS-DAT-ACK sequence without interference. This
chart demonstrates the blocked-node problem with prior-art
protocols. The chart shows that, with the prior-art Incremen-
tation protocol, most of the successtul message completions
were obtained by just one-third of the nodes, while the rest
of the nodes were “blocked”, or received few or none of the
transmission opportunities. Incrementation-type protocols
tend to distribute the message transmission opportunities
unequally at high traflic density, favoring those few nodes
that have waited the shortest amount of time, thereby
resulting 1n a few nodes obtaining most of the transmission
opportunities while the other nodes are stuck 1n a perpetually
repeating backofl state. This chart also shows why the
supposed equality of success rates of the Incrementation and
Decrementation protocols at high traflic density, on the right
side of FIG. 20, 1s false; that high success rate for the
Incrementation case 1s actually benefitting just a fraction of
the nodes 1 the LAN. The unlucky users in such a LAN may
find the resulting wireless performance to be unacceptable.
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[0120] FIG. 25 1s a chart showing the message success rate
for individual nodes of the simulated L AN, using the Dec-
rementation protocols as disclosed herein, with all condi-
tions other than the Decrementation protocol being the same
as for the chart of FI1G. 24. Again, the trathic density 1s at the
boundary between medium and high density, at P=4000.
With the Decrementation protocol, the success rate 1s now
distributed fairly among the various nodes, with every node
having numerous transmission opportunities and roughly
equal numbers of successiul message completions. The
remaining variations among the node results are consistent
with statistical fluctuations. Hence, in the embodiment
shown, the Decrementation protocol has eliminated the
blocked-node problem at high traflic density.

[0121] FIG. 26 1s a chart showing the total amount of time
(in slots) that each node was 1n backoil or hold modes, using
the simulated LAN with the prior-art Incrementation proto-
col and P=4000. As the chart shows, most of the delay
burden was carried by about 25 of the nodes, while the
remaining 15 nodes had far less total delays. This non-
uniform distribution of delays 1s a result of the Incremen-
tation protocol repeatedly imposing longer delays on the
nodes that have already waited the longest amount of time,
thereby resulting in an intrinsic nonumformity of opportu-
nity among the nodes. The chart shows that the supposed
equality of delays between the Incrementation and Decre-
mentation protocols at high traffic density, as shown on the
right side of FIG. 21, 1s actually a result of a manifestly
unequal distribution of delays among the nodes, for the
prior-art Incrementation case. Most users 1n such a LAN are
likely to be frustrated by such extended delays, particularly
while their neighbor nodes are able to complete messages
with little or no delays.

[0122] FIG. 27 1s a chart showing the total amount of time
(in slots) that each node was 1n backoil or hold modes, using
a simulated LAN with the Decrementation protocol, but
otherwise the same conditions as for FIG. 26. The chart
shows that the delays are distributed nearly uniformly
among the various nodes, thus representing far greater
fairness and uniformity with the Decrementation protocol
than the Incrementation protocol. The demonstrated
improvement i equality, with the Decrementation protocol
embodiment, 1s a result of each node gaining a competitive
advantage, relative to the other nodes, upon each backofl
delay. The results presented in FIGS. 24-27 thereby dem-
onstrate that the prior-art Incrementation-type protocols
generally result 1n substantial unfairness and nonuniformity
of communication opportunities at high tratlic densities,
whereas an embodiment of the Decrementation protocols
disclosed herein can provide high levels of fairness and
equality under the same traflic assumptions. Practitioners
analyzing the service quality of their LAN may beneficially
test the fairness and umiformity parameters among the LAN
nodes under high traflic density conditions. If the completion
successes are mainly enjoyed by a portion of the nodes,
while much longer delays are borne by other nodes, prac-
titioners may consider switching to one of the Decremen-
tation protocols disclosed herein for substantially improved
overall performance.

[0123] In many wireless networks, messages may be pri-
oritized according to the quality of serviced demanded, so
that voice data has a higher priority than emails for example.
The systems and methods disclosed herein may be applied
to each priority class, so that high-priority messages may be
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served ahead of lower-priority messages when necessary to
provide suflicient quality of service. QoS weighting can be
provided even when the lower-priority messages have
already experienced multiple failed attempts, by appropri-
ately adjusting the waiting interval and/or contention win-
dow settings, thereby providing that, even in the heaviest
tratlic loads, the lowest priority messages can still be accom-
modated eventually. Each of the above considerations can be
managed by adjusting the initial waiting interval and/or the
initial contention window values, and possibly the decre-
mentation values and/or the upper and lower limits for each
delay, based on message priority, according to embodiments
disclosed. For example, a high priority message may have a
shorter initial waiting interval and/or a shorter initial con-
tention window than a low priority message. Additionally,
the decrementation value(s) may be made larger for high
priority messages than for low priority messages. As a
turther option, the maximum waiting interval and/or con-
tention window limits may be made shorter for high-QoS
messages and longer for low-QQoS messages, thereby pro-
viding prompt service to the high priority messages while
still accommodating the low-priority messages 1 due
course. With proper adjustment of the initial waiting interval
and/or 1nitial contention window values, and optionally their
decrementation values and upper and lower limits (or other
delay parameters), a continuing advantage may be provided
to the high priority messages without entirely blocking the
lower priority messages, even under heavy load conditions.

[0124] The systems and methods disclosed herein can
provide numerous advantages not obtainable with prior-art
wireless protocols. Embodiments can improve fairness and
uniformity i1n channel access by providing a competitive
advantage to nodes that have endured multiple failed trans-
mission attempts, eliminating the blocked-node problem,
according to some embodiments. In addition, the nitial
waiting interval and/or initial contention window values
represent adjustable degrees of freedom which are not
available to conventional protocols. Practioners may vary
and optimize these parameters based on LAN performance
metrics, and thereby provide further performance optimiza-
tion. With proper adjustment based on wireless traflic den-
sity (and optionally on message priority), these degrees of
freedom can provide higher throughput than obtainable
using conventional protocols, as demonstrated 1n the charts
above.

[0125] The systems and methods may be fully imple-
mented 1 any number of computing devices. Typically,
instructions are laid out on computer readable media, gen-
erally non-transitory, and these instructions are suflicient to
allow a processor 1n the computing device to implement the
method of the invention. The computer readable medium
may be a hard drive or solid state storage having instructions
that, when run, or sooner, are loaded into random access
memory. Inputs to the application, e.g., from the plurality of
users or from any one user, may be by any number of
appropriate computer input devices. For example, users may
employ vehicular controls, as well as a keyboard, mouse,
touchscreen, joystick, trackpad, other pointing device, or
any other such computer input device to mput data relevant
to the calculations. Data may also be input by way of one or
more sensors on the robot, an inserted memory chip, hard
drive, flash drives, flash memory, optical media, magnetic
media, or any other type of file-storing medium. The outputs
may be delivered to a user by way of signals transmitted to
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robot steering and throttle controls, a video graphics card or
integrated graphics chipset coupled to a display that maybe
seen by a user. Given this teaching, any number of other
tangible outputs will also be understood to be contemplated
by the invention. For example, outputs may be stored on a
memory chip, hard drive, tlash drives, flash memory, optical
media, magnetic media, or any other type of output. It
should also be noted that the invention may be implemented
on any number of diflerent types of computing devices, e.g.,
embedded systems and processors, personal computers, lap-
top computers, notebook computers, net book computers,
handheld computers, personal digital assistants, mobile
phones, smart phones, tablet computers, and also on devices
specifically designed for these purpose. In one implemen-
tation, a user of a smart phone or WiFi-connected device
downloads a copy of the application to their device from a
server using a wireless Internet connection. An appropriate
authentication procedure and secure transaction process may
provide for payment to be made to the seller. The application
may download over the mobile connection, or over the Wik1
or other wireless network connection. The application may
then be run by the user. Such a networked system may
provide a suitable computing environment for an implemen-
tation 1n which a plurality of users provide separate 1inputs to
the system and method.

[0126] FEmbodiments of systems and methods according to
present principles can provide high throughput, low message
collision rates, and reduced delays 1n wireless communica-
tion. Protocols according to present principles can be ben-
eficially applied to numerous applications, including but not
limited to vehicles (e.g., roadway, airborne, waterborne,
autonomous, semi-autonomous, human-driven, rental scoot-
ers, truck trackers, etc.), personal devices (e.g., mobile
phones, health monitors, personal locators, pet locators,
etc.), computers (e.g., tablet, laptop, desktop, server, embed-
ded, single-chip, portable, fixed-site, etc.), interconnected
devices (e.g., “smart” appliances and controls, entertainment
devices, voice-activated assistants, home security systems,
etc.), emergency call and response systems (e.g., 911 serv-
ers, law enforcement systems, fire response systems, health
emergency systems, national defense systems, etc.), respon-
stve monitors and alarms (e.g., intrusion monitors, {ire or
smoke alarms, weather and other environmental, highway
traflic, pedestrian trailic, earthquake monitors, etc.) and
innumerable other products that communicate using radio
waves. The practicality and usefulness of embodiments
according to present principles will become greatly aug-
mented with the widespread adoption of 3G and subsequent
wireless generations (such as 6G and following subsequent
and future technologies), turther driving congestion 1n the

limited bandwidth available.

[0127] It1s to be understood that the foregoing description
1s not a definition of the invention but 1s a description of one
or more preferred exemplary embodiments of the invention.
The mvention 1s not limited to the particular embodiments(s)
disclosed herein, but rather 1s defined solely by the claims
below. Furthermore, the statements contained 1n the forego-
ing description relate to particular embodiments and are not
to be construed as limitations on the scope of the invention
or on the definition of terms used 1n the claims, except where
a term or phrase 1s expressly defined above. Various other
embodiments and various changes and modifications to the
disclosed embodiment(s) will become apparent to those
skilled 1n the art. For example, the specific combination and
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order of steps 1s just one possibility, as the present method
may include a combination of steps that has fewer, greater,
or different steps than that shown here. All such other
embodiments, changes, and modifications are intended to
come within the scope of the appended claims.

[0128] As used 1n this specification and claims, the terms

A S Y 4 A S Y 4

“for example”, “e.g.”, “for mstance”, “such as”, and “like”
and the terms “comprising’”’, “having”, “including”, and their
other verb forms, when used 1n conjunction with a listing of
one or more components or other items, are each to be
construed as open-ended, meaning that the listing 1s not to
be considered as excluding other additional components or
items. Other terms are to be construed using their broadest
reasonable meaning unless they are used 1n a context that

requires a different interpretation.

1. A method for a wireless transmitter to transmit a
message, the method comprising:
a) transmitting the message;
b) then determining that the transmitted message was not
recerved;

¢) then waiting a first delay;
d) then re-transmitting the message;

¢) then determining that the re-transmitted message was

not received;

) then waiting a second delay;

g) then re-transmitting the message;

h) wherein the second delay 1s shorter than the first delay.

2. The method of claim 1, wherein the determining that
the transmitted message was not received comprises failing
to recetve an acknowledgement within a prescribed time
interval after transmaitting the transmitted message.

3. The method of claim 1, wherein the determining that
the transmitted message was not recetved comprises receiv-
ing an indication from an intended recipient of the trans-
mitted message that the transmitted message was corrupted.

4. The method of claim 1, wherein the determining that
the transmitted message was not recetved comprises receiv-
ing an indication from a base station that the transmaitted
message was not delivered.

5. The method of claim 1, wherein the determining that
the transmitted message was not received comprises detect-
ing an interfering signal during or after transmitting the
transmitted message.

6. The method of claim 1, wherein the determining that
the transmitted message was not recetved comprises receiv-

ing a negative acknowledgement from an intended recipient
of the transmitted message.

7. The method of claim 1, wherein the second delay 1s
shorter than the first delay by a predetermined amount.

8. The method of claim 1, wherein the second delay 1s
shorter than the first delay by a randomly determined
amount.

9. The method of claim 1, wherein a ratio of the second
delay divided by the first delay comprises a predetermined
ratio.

10. A method for a user device of a wireless network
comprising a base station, the method comprising:

a) transmitting a first message to the base station during
a first contention-based interval:

b) then determining that the base station failed to receive
the first message;

¢) then waiting a first delay time selected from a first
range of delay times;
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d) then transmitting a second message to the base station
during a second contention-based interval;

¢) then determining that the base station failed to receive
the second message;

1) then waiting a second delay time selected from a second
range of delay times;

o) then transmitting a third message to the base station
during a third contention-based interval;

h) wherein the second range of delay times 1s shorter than
the first range of delay times.

11. The method of claim 10, wherein:

a) the first range of delay times includes a first randomly
determined component;

b) the second range of delay times includes a second
randomly determined component; and

¢) an average of the second range of delay times 1s shorter
than an average of the first range of delay times.

12. The method of claim 10, further comprising:

a) after waiting the first delay time, determining that an
ongoing message 1s being transmitted;

b) then determining that the ongoing message has ended;

¢) then waiting a predetermined interval;

d) then determining that no further transmitted signals are
detected during the predetermined interval; and

¢) then transmitting the second message.

13. The method of claim 10, wherein:

a) the first range of delay times comprises a first prede-
termined waiting period followed by a first randomly
selected waiting period; and

b) the second range of delay times comprises a second
predetermined waiting period followed by a second
randomly selected waiting period;

¢) wherein the second predetermined waiting period 1s
shorter than the first predetermined waiting period.

14. The method of claim 10, wherein:

a) the first range of delay times comprises a first prede-
termined waiting period followed by a first contention
window:; and

b) the second range of delay times comprises a second
predetermined waiting period followed by a second
contention window;

¢) wherein the second contention window 1s shorter than
the first contention window.

16
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15. The method of claim 10, wherein:

a) the first range of delay times comprises a first prede-
termined waiting period followed by a first randomly
selected waiting period within a first contention win-
dow; and

b) the second range of delay times comprises a second
predetermined waiting period followed by a second
randomly selected waiting period within a second con-
tention windows:

¢) wherein the second contention window 1s shorter than
the first contention window.

16. The method of claim 10, wherein:

a) the first range of delay times comprises a first prede-
termined waiting period followed by a first randomly
selected waiting period within a first contention win-
dow; and

b) the second range of delay times comprises a second
predetermined waiting period followed by a second
randomly selected waiting period within a second con-
tention windows:

¢) wherein the second predetermined waiting period 1s
shorter than the first predetermined waiting period.

17. The method of claim 16, wherein the first predeter-
mined waiting period 1s within X percent of the first con-
tention window, wherein X 1s selected from the group
consisting of: 15%, 10%, 5%, 2%, and 1%.

18. The method of claim 16, wherein the second prede-
termined waiting period 1s within X percent of the second
contention window, wherein X 1s selected from the group
consisting of: 15%, 10%, 5%, 2%, and 1%.

19. The method of claim 16, wherein the first predeter-
mined waiting oeruid 1s within X percent of the second
predetermined waiting period, wherein X 1s selected from
the group consisting of: 15%, 10%, 5%, 2%, and 1%.

20. A base station of a wireless network, configured to:

a) calculate, according to a message throughput and a
message failure rate, a network performance metric;

b) using an algorithm based at least 1n part on the network
performance metric, determine a backofl interval; and

¢) broadcast a broadcast message indicating that each user
device of the network 1s to delay the backofl interval
after attempting to transmit an uplink message and
failing to recerve an acknowledgement.
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